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Presenter Profile

A Dean Veverka has served 3 years as the
Chairman of the ICPC and is currently the
Director Networks & Vice President of
Operations of the 30,000km Southern
Cross Cable Network

AAn Electrical Engineer and Business
Management Graduate, he has over 32
years experience in the
Telecommunications industry covering
numerous technical and management roles ¢
at the Overseas Telecommunications
Corporation (OTC Australia), Telstra and
Optus in Australia.
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What Wedl Discuss Today

1. OVERVIEW OF THE ICPC

2. CRITICAL INFRASTRUCTURE DEFINITION
A. EVOLUTION AND IMPORTANCE
B. IMPACTS AND THREATS

LEGAL IMPLICATIONS

ENVIRONMENTAL CHALLENGES AND THREATS
MITIGATION STRATEGIES AND RECOMMENDATIONS
SUMMARY AD CONCLUSIONS
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VISION

To be the premier international submarine cable
authority providing leadership and guidance on issues
. related to submarine cable security and reliability
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Membershipg April 2013

132 Members

from
60 Countries

A Established in 1958 for owners and Operators

A In 2010, membership opened up to Governments, Ship operators, system
suppliers and Survey companies.

A IN 2013, Associate membership created for Industry supporters

A Australian, United Kingdom, Malta, New Zealand and Singapore Governments
are now members
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Membership Coverage

ICPC represents 98% of International Cable Kms.

Map courtesy of GMSL
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Prime Activities

Promote awareness of submarine cables as Critical Infrastructure,
especially to other users of the seabed

Establish internationally agreed standards for cable installation, protection
and maintenance

Monitor the evolution of international treaties and national legislation and
help to ensure that submarine cable interests are fully protected

"T AEAO 888} 5. %0 h
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Critical Infrastructure
Definition

Governments description of ASSETS that are essential for
the functioning of a society and economy

~International Telecommunications have transitioned from
- Telegraph to Satellite and now Submarine Fibre Optic
cables

w Critically important for carriage of financial transactions,
Internet, eCommerce, social media, voice, and data
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Awareness

Profound lack of awareness by Governments,
Business, General Public and other Seabed users
of the importance of Submarine Fibre Optic Cables
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Industr-y Engagement
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~ Publici Private partnerships to resolve issues «
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Threats

Man-made and natural threats
ATrawl fishing

AAnchors

AEarthquakes and Tsunami

ASabotage
ARepair delays through onerous permitting

.. ALack of resources due to Cabotage

Aimposition of hefty repair fees
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Impacts

Submari ne Cabl es are r el

A Loss of Internet is a regular headline when cables break

~_ASignificant financial losses in the order of $ Billions per day

.~ AGovernment/Company communications impacted
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What can be done to enhance protection and
reliability of this Critical Infrastructure?
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Presenter Profile

A ICPC International Cable Law Advisor
since 1999

A Partner, Transportation, Shipping &
Logistics group, Squire Sanders (US) LLP

A Over 32 years of experience in
international and maritime law.

. ATestified as subject matter expert before
the US Senate Foreign Relations
Committee on UNCLOS
A Author of over 20 articles on submarine “Email: ...
cables and international law douglas.burnett@squiresanders.com
A Captain U.S. Navy (ret.)
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1884 Submarine Convention

AConvention for the Protection of Submarine Telegraph
Cables, Paris 14 March 1884, entered into force 1 May
1888

A40 States Parties, Hong Kong

AStates not Party include: China, Colombia, Ecuador,
Egypt, Israel, Peru, Turkey, Venezuela, Japan, Korea,
Singapore
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1972 Collision Regulations

AConvention on International Regulations for Preventing
Collisions at Sea, London 20 October 1972, entered into
force 15 July 1977 (COLREGYS)

A151 State Parties

AKorea is not a Party
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1982 Law of the Sea Convention

AUN Convention on the Law of the Sea, Montego Bay 10
December 1982, entered into force 10 November 1994

A164 Parties

ASignificant Coastal States not a Party: Ecuador,
Venezuela, United States, Turkey, Israel, UAE, Iran,
North Korea
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UNCLOS (3) UNCLOS (33) UNCLOS (57)
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The International Treaties Establish Universal Norms

AFreedom to lay, maintain and repair cables outside of a nation 12
nautical mile territorial sea

ANational obligations to impose criminal and civil penalties for international
or negligent injury to cables

ASpecial status for ships laying and repairing cables

Alndemnification for vessels that sacrifice anchors or fishing gear to avoid
Injury to cables

AObligations of cables crossing earlier laid cables and pipelines to
iIndemnity repair costs for crossing damage

AUniversal access to national courts to enforce treaty obligations
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COLREGS
Recommendations

Photo courtesy TE Subcom
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COLREGS RECOMMENDATIONS

AAmend COLREG Rule 18(c) with addition from Art. 5 Cable
Convention:

A(iii) If the vessel restricted in her ability to maneuver is a
cable ship, the fishing vessel and its gear shall keep one
nautical mile away.

AThis change incorporates Art. 5 of the Cable Convention.

AU.S. is actively considering ICPC proposed amendment to
COLREGS for IMO consideration (2013)
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COLREGS Recommendations

Photos courtesy BT
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COLREGS Recommendations

AAamend COLREG Rule 18 (c) with addition from Art. 6 Cable
Convention:

A(iv) If the vessel observes a cable repair buoy, the fishing
vessel shall keep the vessel and its gear one quarter of a
nautical mile away.

AThis change incorporates Art. 6 of the Cable Convention.

AU.S. is actively considering ICPC proposed amendment to
COLREGS for IMO consideration (2013)
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Europe India
| Gateway (EIG)
| international

| telecommunication
. | cable system
,.j (2011) showing

¥ | nations in green

| permits are
required.
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Apprehension of Vessels Violating Provisions of MZ| Act

1.

of 1976 and MOD Guidelines

In the recent past, there have been a marked increase in offshore exploration and
production activities, resulting in a number of Indian and foreign (flagged/manned)
chartered vessels operating in our EEZ. This has led to an increase in number of
violations of laid down conditionalities as specified in Defense Clearance letter issued by
Integrated Headquarters of MoD (Navy) from time to time, MoD Guidelines 1996 and MZI

Act of 1976 and regulations in force. It has also come to light that some vessels
operate without valid security clearance.

In order to sift the violator(s) from the rule-abiding ones, a system of periodic checks of
vessels involved in fExploration and Productionoactivities in the Indian Offshore region is
being brought into force with effect from 15 June 06. Under this system, vessels that
are found to be operating without the necessary clearance will be escorted to
harbor and handed over to the Coast Guard/Police for contravening the provision
of the MZI Act of India, 1976.

3. The above is for information and compliance.




Fault DATE OF LOCATION COMMERCIAL TIME DELAY COSTS/FEES IMPOSED
Name FAULT TERRITORI [ NEED FOR FROM FAULT | FOR 7 REQUIRED
AL SEA (TS) | REPAIR SHIP TO TO PERMITS* IN US$ FOR
OR CALL IN INDIA COMPLETION [ REPAIR CAUSED BY
EXCLUSIVE | PORT OF REPAIR REQUIREMENT FOR THE
ECONOMIC REPAIR SHIP TO ENTER
ZONE (EEZ) INDIAN PORT FOR ANY
REPAIR IN TERRITORIAL
SEA AND EEZ
#1 26 JULY EEZ NO. 27 DAYS COST RANGE $9306613,400,
2005 BUT IMPORT DUTY IN
RANGE OF $425,008500,000
#2 2 AUG EEZ NO, BUT INDIA 23 DAYS COST RANGE $930613,400.
2005 BASED REPAIR SHIP NO IMPORT DUTY.
USED.
#3 2 AUG EEZ NO, BUT INDIA 26 DAYS COST RANGE $930613,400.
2005 BASED REPAIR SHIP NO IMPORT DUTY.
USED
#4 3 SEPT EEZ NO, BUT INDIA 22 DAYS COST RANGE $930613,400.
2005 BASED REPAIR SHIP NO IMPORT DUTY.
USED.
#5 8 NOV EEZ NO, BUT INDIA 26 DAYS COST RANGE $930613,400.
2009 BASED REPAIR SHIP NO IMPORT DUTY.
USED.
#6 10 MAY (2) EEZ NO, BUT INDIA 60-90 DAYS COST RANGE $930613,400.
2010 BASED REPAIR SHIP NO IMPORT DUTY.
USED.
#7 5 MAY EEZ NO, BUT INDIA 15 DAYS COST RANGE $930613,400.
2010 BASED REPAIR SHIP NO IMPORT DUTY.
USED.
#8 1 May 2011| EEZ NO 94 DAYS COST AND IMPORT DUTY
DATA NOT PROVIDED.
#9 27 JUNE 1) TS & (1) NO 90 DAYS COST RANGE $9306513,400,
2011 EEZ BUT IMPORT DUTY IN

RANGE OF $350,08400,00

2011 ICPC SURVEY
RESULTS FOR INDIA
GOVERNMENT
PERMITTING FROM 11
REPAIRS TO
INTERNATIONAL
SUBMARINE CABLES
FROM 7/2005 TO 6/2011

*Indian Government Permits for Cable Repair and
Maintenance Applicable to Cable Ships

1RSEE Permit (Research, Survey, Exploration, Exploi
T Ministry of Defense and Integrated HQ of MOD (Navy
2.MHA Permit (Crew and PassengeM)nistry of Home
Affairs

3.Specified Period License (SRPprt Clearanc®irector
General of Shipping

4 INSA Clearancdndian National Ship Owners Associa
(INSA)

5.Naval Clearancé&lag Officer Offshore Defense Advisc
Group (FODAG)

6.Crew Visalndian Immigration Office

7 Vessel Importatiofindian Customs Agency
OP/OMD/5106/MoD Guidelinedntegrated
Headquarters/Mod(Navy) 9/6/06 requires cable ships
EEZ

to enter an Indian port voluntarily or by force.
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Indonesia 1 Actions Make for Poor Government Policy

ACabotage restrictions

ACustoms regulations

APermitting record for repairs among the worst worldwide

ADramatic comparison of Indonesia and other coastal states in
2013 Suboptic Paper iMarine Maintenance in the Zones-A
Global Comparison of Repair Commencement Times
(Palmer-Felgate, Irvine, Ratlcliffe, Seng Sui Bai)




SUbOPfiQO1 3 from ocean fo cloud
The Security Gap

AUNCLOS does not address hostile acts
against international cables outside of
territorial seas.

AMost States either have no domestic
laws for damaging cables or their law
are over 100 years old (US, UK, etc).

AAustralia, New Zealand, Uruguay,
Colombia are exception with modern
domestic laws.
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The Suppression of Unlawful Acts (SUA)

Convention Solution

AThe SUA Convention should be amended to include submarine cables in
addition to the current protected objects of vessels, aircraft, off-shore
energy, and navigational aids.

AUnder SUA, all parties agree to take actions to share intelligence about
threats and States with security assets in the area agree to take action.

AAny person apprehended must either be tried in the courts of the
arresting State or be extradited to the State requesting the culprits. There
IS no safe haven for terrorists.

AAmending a Convention requires a diplomatic conference and one or
more nations which will lead.
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Presenter Profile

Lionel Carter is Professor of Marine
Geology at Victoria University, New
Zealand. Trained in geology and
oceanography in New Zealand and Canada,
he has undertaken marine research in the
- North Pacific, North Atlantic and Southern
oceans as well as off New Zealand. This
has led to publication of over 140 peer- | *
reviewed papers. This expertise is applied | Title: M:
to environmental matters relating to cables
via his position as Marine Environmental

Advisor for the ICPC i a post held for the “Email: lionel.carter@vuw.ac.nz
last 10 years.
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R OIS comcncn oo Hazards | - Overview
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A Natural hazards
most common at
tectonic plate
boundaries.

- Alncludes floods,

kg WL S subsea landslides,

AR » | turbidity currents,
tsunami.

| AMultiple cable
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Source: US Geological Survey
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Hazards Il - Earthquakes

ATaiwan (2006) M7.0 + aftershocks
located offshore near canyon heads.

AMultiple landslides & turbidity
currents.

ASequential faulting of cables by
~ sediment flows along canyon/trench.

~ ABreaks by ed@uakes well established
e.g. Grand Banks 1929, Algeria, 2003; |
Taiwan annually.
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Hazards Ill - Floods

ATyphoon Morakot (2009) dumped
~3m rain & caused exceptional
floods.

ARiver discharge set of mud-laden
flow that broke 2 cables.

|
|

|

|

— ASix cables broke 3 days later by
~ landslide but low seismic activity.

| —

~ | ACables built proximal to high
discharge rivers are at risk.
Source: Carter et al., 2012
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Hazards III - systems approach

M, 7 + after-shocks, ~ Extreme flood, Swarm M, up to M, 6.4,
Multiple IGlides /SGFs. Flood & IGlide SGFs. Single I&lide/SGF.
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A M9.0 earthquake set off tsunami
with waves 5 to 15m onshore
Japan.

Onshore infrastructure including
cable station damaged; impacts
pan-Pacific.

Effect on cables unclear.

Similar impacts from other large
tsunami, e.g. Sumatra 2004
where cable off S Africa possibly
damaged by debris.

Tsunami wave amplitudes across Pacific Ocean after
2011 Japan earthquake. Triangles are tsunami buoys.

Source: NOAA
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hs of the Ifowoddy.

- A Typhoon Nargis (2008) reached Irrawaddy Delta, Myanmar with
120kt winds.

N A 4m-high storm surge damaged cable station.

A Surge accompanying Katrina destabilised delta to set off hazardous
mud flows; Sandy forced 4m-surge onto lower Manhattan
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Climate change | z hazards increase

Population 1980 = 4.4bn; 2012 = 7.0bn

Geophysical events I Meteorological events [ Hydrological events 1  Climatological events
(Earthquake, tsunami, (Storm) (Flood, mass (Extreme lemperature,
drought, forest fire)

1880 1982 1984 1986 1988 1990 1992 1994 1996 1998 2000 2002 2004 2006 2008 2010 2012

volcanic eruption) movement)

Source: Munich Re, 2013



S A G P Change Il - floods

Floods projected to be more intense. Although records short, events like
Morakot, Nargis, Sandy etc., are consistent with projections.

Source: HECC NASA. e ——
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Change Il 7z storm surge

NE USA Climate Extremes Index 1912 to 2012
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Hurricane Sandy flts with trend to more cllmate extremes

Source: NOAA www.ncdc.noaa.gov/extremes/cei/definition
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On 16" September 2012, Arctic sea ice
was at record low.

Result of warmer air/ocean
temperatures and Arctic storms.

If rate of decline continues, Arctic free
of summer ice in ~decade.

May impact N. Hemisphere weather,
e.g. Hurricane Sandy? -

A New ocean routes for cable industry.

Source: National Snow and Ice Data Center
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Change V 7 sea level rise
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Mean global sea level rise 1992-2013

Source: University Colorado 2013

e,

Mean global sea level rise is 3.2
mm/yr.

Regionally variable due to local
ocean, weather and tectonics.

Underpins storm-forced rises in sea
level.

Rule of thumb, 100mm rise in sea ..
level raises frequency of flooding by |
factor of 3.
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Marine protection

Increased human activities e.g.
resource use, increased last 20yr.

Governmental response is creation
Marine Protected Areas that now 3.2%
oceans.

Some MPAs multi-purpose ranging
from no activities to permitted activities
not harmful to environment.

Cables belong to last category as
critical infrastructure & benign.



